
March 28, 2018 

FB to Weather Web of DC Investigations

What's Happening: Facebook’s (FB) popularity and stock have tumbled in the past
few weeks, after it came to light that a third-party app developer accessed data from
as many as 50 million Facebook users and then shared that data with Cambridge
Analytica, which employed it to influence the recent Brexit and 2016 US presidential
elections. 
 
Why It Matters: Facebook is facing threats from all levels of government as a result
of the Cambridge scandal – three congressional committees have called on CEO
Mark Zuckerberg to testify about the breach of trust, the Federal Trade Commission
(FTC) has opened an investigation into how Facebook handled consumers’ private
information, and 37 state attorneys general (AGs) have signed onto a letter with
questions probing Facebook’s business practices. We expect that Facebook will
continue to face significant headline risk and, at least theoretically, billions of
dollars in fines as these investigations play out over the next six to twelve
months, but we do not expect any legislation, regulation, or forced
settlements in the United States that would significantly limit Facebook’s core
business model, which depends on using consumers’ private information to sell
ads and develop new products. 
 
What's Next: Zuckerberg is expected to appear before Congress in April to
testify under oath, which we expect will ad significant further headline risk for
the company in the short term. Nonetheless, with Congress still divided and
skittish about passing legislation in an election year, we do not expect anything
significant to come of the hearings. The FTC has meanwhile begun an
investigation of Facebook’s privacy practices. While we expect that will result in
an eventual fine and negative headlines, previous fines from the FTC for privacy
violations have capped out in the hundreds of millions of dollars. Additionally, since
Facebook has reportedly already halted the practice that allowed an outside app to
access millions of users’ data without any warning, we do not expect the
commission to attempt to impose significant changes there either. State AGs have
also begun probes that will continue alongside the FTC’s. Each state has its
own privacy laws, and those could potentially result in a patchwork of fines for
Facebook, but it is more likely that the AGs will eventually combine their case with
the FTC and reach a settlement together. While the Department of Justice (DOJ)
may also enter the crowded field, its inquiries have so far extended only as far
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as whether Cambridge Analytica violated US laws that prohibit foreign
interference in a US election, and we do not expect that investigation will extend
to Facebook. Nonetheless, this is unlikely to be the last scandal the company faces.
The hits have kept coming, as users have discovered that Facebook messenger
was keeping records of all of their calls and texts on Android phones, Bloomberg
published a damning article about how Facebook has helped scammers advertise
on its platform, and a fair housing group sued the company for racial targeting in its
ads.

Congress Will Keep the Negative Headlines Going 
  
On Monday, Senate Judiciary Committee Chairman Chuck Grassley (R-IA) invited Mark
Zuckerberg, as well as Google (GOOG) CEO Sundar Pichai and Twitter (TWTR) CEO
Jack Dorsey, to a hearing on data privacy in April. According to the committee, members
intend to question Zuckerberg on "Facebook's past and future policies regarding the
protection and monitoring of consumer data.” 
  
This invitation follows on one sent to Facebook last Friday from Senate Commerce
Committee Chairman John Thune (R-SD) and Ranking Member Bill Nelson (D-FL), saying,
“We believe Mr. Zuckerberg's testimony is necessary to gain a better understanding of how
the company plans to restore lost trust, safeguard users' data, and end a troubling series of
belated responses to serious problems.” The House Energy and Commerce Committee
also summoned Zuckerberg to testify last week. 
  
Zuckerberg has indicated he is open to testifying, and apparently recognizes that his public
relations problems – and scrutiny from Congress – will likely only grow worse if he turns
down all three committees’ invitations. We expect he will testify before at least one of the
three congressional committees by the end of April. 
  
Facebook has also gone on a hiring spree for policy advisors, with at least eleven new
open positions posted on its website according to Bloomberg, and the company already
has eleven lobbying firms on retainer in addition to its existing in-house staff. 
  
Nonetheless, we do not expect Congress to take any significant action besides calling
Zuckerberg to speak. While members may try, any privacy legislation is likely to get
bogged down among other controversial ideological issues, including net neutrality. The
difficulty of passing any legislation in an election year, coupled with the fact that
Facebook’s actions remain caught up in partisan fears and fights about Russia’s influence
on the 2016 election, mean that no meaningful measures are likely to pass this year. 
  
 
FTC Could Impose Major Fines and Structural Changes – But
Likely Won’t 
  
On Monday, the FTC confirmed that it had opened a non-public investigation into
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Facebook’s privacy practices. The commission is able to target Facebook for its consumer
privacy violations under Section 5 of the Federal Trade Commission Act, which prohibits
companies from engaging in unfair or deceptive practices with a material impact.
Remedies can include preliminary or permanent injunctive relief, consumer redress,
disgorgement, asset freezes, and final orders that require monitoring or reporting. 
  
In fact, the FTC has already used this power in the past to rein in Facebook on privacy
violations. In 2009, consumer groups brought a complaint against the company, arguing
that the company allowed outside apps to have access to nearly all of the personal data of
consumers who used them, despite Facebook claiming that those apps would only have
access to the information they needed to perform their tasks. Additionally, the consumer
groups argued that Facebook gave the apps access to data about the “friends” of those
who signed up, despite many of those friends not having agreed to share their information. 
  
Facebook eventually signed a settlement with the FTC in 2012 over these complaints,
agreeing to:

“not misrepresent in any manner, expressly or by implication, the extent to which it
maintains the privacy or security of covered information;”
provide clear disclosures to users and obtain users’ express content before sharing
any nonpublic information that materially exceeds their privacy setting restrictions
with a third party;
develop a comprehensive privacy protection program; and
hire an independent third-party to ensure compliance and maintain records of every
violation.

The penalty for violating Section 5 of the FTC Act in 2018 is up to $41,484 per
violation – and in this case, each of the 50 million individuals whose information was
inappropriately shared would be considered an individual violation. But the penalty
for violating an order like the one Facebook signed is even higher – up to $41,484
per violation per day that the violation was in place.  
  
However, that does not mean the FTC will go after the full amount. In the commission’s
2016 notice and explanation for its inflation adjustments for penalties, the FTC writes
“statutory maximums are just that – the maximum civil penalty available under the law.
When the Commission seeks any civil penalty (whether in settlement or litigation), it will
consider whether the maximum should be mitigated.” The commission notes six factors it
considers when determining the appropriate penalty:

harm to public;
benefit to the violator;
good or bad faith of the violator;
the violator’s ability to pay;
deterrence of future violations by this violator and others; and
vindication of the FTC’s authority.

Previous cases suggest that the FTC is unlikely to be a highly aggressive litigator. In 2012,
Google paid what was then a “record” civil penalty of just $22.5 million to settle charges
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from the FTC that it had violated an earlier privacy settlement like the one Facebook
signed by misrepresenting to users how it employed cookies in Apple’s Safari Internet
browser. The FTC also included a remediation plan along with the civil penalty, but it did
nothing to make significant changes to Google’s business practices, merely requiring that
Google remove the cookies it was not supposed to have used in the first place. 
  
In 2015, the FTC broke its earlier record when it settled for $100 million with Lifelock for a
violating a 2012 agreement. LifeLock’s violations were significantly more harmful to
consumers than Google’s misrepresentation of its cookie use – the violations include failing
to put in place a comprehensive security plan to protect users’ social security, credit card,
and bank account numbers; falsely advertising that LifeLock protected consumers’
sensitive data with the same safeguards as financial institutions; and falsely advertising
that LifeLock would send alerts as soon as it learned its customers were victims of identity
theft. 
  
And even then, despite the potential harm to consumers, LifeLock’s penalty was not as bad
as it could have been. The company was able to use $68 million of the total settlement to
directly compensate consumers who were represented by a class action suit, meaning
fees paid to violated consumers added on top of the fee to the FTC was significantly less
than it might otherwise have been. No changes were made to the existing agreement
(which LifeLock had violated) that would affect the company’s business practices. In fact,
long-term investors in the stock came out winners after Symantec (SYMC) purchased
LifeLock in early 2017. 
  
Both of these cases were decided before 2016, when the FTC adjusted its penalties for
inflation, causing them to jump from $16,000 to $40,000. But even a fine more than double
what LifeLock paid is still well below a significant event for a company with the market cap
of Facebook. 
  
Consequently, it appears that any FTC fines or other remediation against Facebook
may create major headlines – possibly even another record breaking fine – but are
unlikely to do significant, long-term damage to the company. 
  
The case could take some time to play out, however. The FTC, which currently has only
two commissioners, is facing a complete turnover in the next several months, although the
commission’s career staff will continue working through the turnover. 
  
The final decision is likely to be heavily informed by this staff investigation. As Paul Ohm, a
former FTC policy advisor, told CQ, the final decision will be based on data and inputs
gathered by those staffers, and the new commissioners “will get a serious case presented
to them from the staff. And once that happens, there will be internal pressure to take the
staff work seriously. I don’t think any FTC member in their right mind would try to inject
politics.” Two of the incoming FTC commissioners, including new Chairman Joseph
Simons, are former staffers themselves. 
  
But Simons will be acutely aware that this case is a significant event for his career, and



how he responds will set the tone for the remainder of his tenure. He has the opportunity
here to take popular, bipartisan action by hitting Facebook with a record setting fine, and it
will be important to watch his public statements and how his thinking evolves as he enters
his chairmanship. 
  
Four of the FTC nominees have already gone through their confirmation hearings and
were reported out of committee, but are still waiting for a final confirmation vote on the
Senate floor. These nominees include Simons, the former director of the FTC's Bureau of
Competition under President George W. Bush; chief counsel to Senate Majority Whip John
Cornyn (R-TX) Noah Phillips; Delta Air Lines regulatory counsel Christine Wilson; and
senior fellow at the Consumer Federation of America Rohit Chopra. A fifth nominee,
Senate Minority Leader Chuck Schumer (D-NY) staffer Rebecca Slaughter, was nominated
Monday night. 
  
With Slaughter's nomination, we expect the confirmation process for her and all four of the
other FTC members to move swiftly, and at least the four initial nominees will likely be
confirmed by the end of April, allowing them to get started on considering this Facebook
case quickly. 
  
 
State AGs Present Additional Risks 
  
While the ongoing FTC investigation is the biggest regulatory threat to Facebook at the
moment, investors should also pay attention to the probes being conducted at the state
level. Earlier this week, state attorneys general (AGs) from 34 states, plus two territories
and the District of Columbia, sent a letter to Zuckerberg outlining their concerns about the
Cambridge Analytica revelations as they relate to the social network’s policies and
practices regarding user privacy. 
  
Leading the multistate effort to see if legal action can be brought against Facebook is
Connecticut AG George Jepsen (D) along with AGs Josh Shapiro (D-PA), Ellen Rosenblum
(D-OR), Tim Fox (R-MT), and Marty Jackley (R-SD). Since every single Democrat AG
signed on to the letter and only a third of its signatories were Republicans, we believe this
is likely the final list of AGs who will begin probing Facebook over its privacy policies and
practices. 
  
Among the questions asked by state AGs in their letter include:

were the “terms of service clear and understandable, or [were they] buried in
boilerplate where few users would even read them?”
“How did Facebook monitor what these developers did with all the data that they
collected?”
“What type of controls did Facebook have over the data given to developers?”
“Did Facebook have protective safeguards in place, including audits, to ensure
developers were not misusing the Facebook user’s data?”
“How many users in our respective states were impacted?”
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“When did Facebook learn of this breach of privacy protections?”
“During this timeframe, what other third party “research” applications were also able
to access the data of unsuspecting Facebook users?”

Although the Federal Trade Commission Act that the FTC operates under prohibits unfair
or deceptive practices regarding online privacy and data security, each state has its own
laws when it comes to data security, user privacy, consumer protection, and breach
notification regulations. This patchwork of federal and state laws means that Facebook
could be found liable for violating laws in one state while not violating laws in others. We
believe the ongoing probes being conducted by state AGs could result in fines and other
penalties imposed at the state level, though such penalties will likely be less significant
relative to whatever fines the FTC might decide to impose. Moreover, the lawsuits pursued
by state AGs could very well eventually be combined with the FTC in a single
comprehensive settlement based on past practice. 
  
While no official lawsuits have been filed at the state level at this time, on Friday of last
week, Cook County in Illinois became the first public entity to sue Facebook and
Cambridge Analytica for failing to protect users’ privacy and misrepresenting how their
data would be used. According to the filing, both Facebook and Cambridge Analytica
violated the Illinois Consumer Fraud and Deceptive Business Practices Act. Cook County
State's Attorney Kimberly Foxx seeks fines of as much as $50,000 per violation. 
  
In addition to the probes being conducted by state AGs and other local officials over
whether Facebook violated privacy laws, there have also been calls for the Department of
Justice (DOJ) to intervene. On Monday, a government watchdog asked regulators and
federal prosecutors to investigate whether Cambridge Analytica violated US laws that
prohibit foreign interference in US elections. Since these inquiries only extend to
Cambridge Analytica’s involvement in the campaign of President Donald Trump, we
believe the likelihood that the DOJ decides to take action against Facebook is minimal. 
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